Lin Pirc Vinh
Embedded System Security
(IoT/CyberSecurity)

Date of birth: 29/10/1996
Address: P. Phu Trung, Q. Tan Phu, TPHCM

Email: linducvinh@gmail.com
Phone: +84773833642

About me: https://blog.vinhld-homelab.io.vn/about/

bai hoc KHTN TPHCM

Nién khoéa: 2014 - 2018
Nganh: Vat 1y hoc

Chuyén nganh: Vit ly Dién tt.

Vién dao tao Quoc té FPT-Jetking
Nién khoa: 2022-2024

Nganh: An ninh Mang
https://blog.vinhld-
homelab.io.vn/certificate /Jetking-
Higher Diploma.pdf

Chirng chi:

Coursera: Managing Network
Security

https://blog.vinhld-
homelab.io.vn/certificate/Coursera-
Managing Network Security.pdf

ISC2: Certified in Cybersecurity (CC)
https://blog.vinhld-
homelab.io.vn/certificate /ISC2-

Official CC_Course.pdf

DEVOPSEDU: DevOps for Fresher
https://blog.vinhld-

homelab.io.vn/certificate/DEVOPSE
DU-DevOps for Fresher Cert.pdf

A. KIEN THUC & KY NANG

- Ngon ngir l1ap trinh: C/C++, Arduino, Bash-script, Powershell,
Rust-lang.

- bién tir/IoT: PCB (KiCad), Pién ti co ban, Khi cu dién, Raspberry
Pi, ESP32/ESP8266, STM32, Bluetooth, Sensor, Module GPS/GNSS,
Module GSM/4G/LTE.

- Network: CCNA, Aruba-AP, Zabbix.

- System: Linux, CCTV, Docker, VMWare ESXi, DNS-Server, Gitlab-
Server, UptimeKuma, HomePage, Portainer.

- Security: Firewall (Fortigate, pfSense), SIEM (Wazuh), Snort,
Teleport, Endpoint (Aurora), Kali-Purple, Honeypot.

- Other SKills: IoT Platform (ThingsBoard), Github, PlatformIO IDE,
VSCode.

B. KINH NGHIEM
HOMELAB Server (Pet Project) (9/2023 - Hién tai)
- Xay dwng ha tang trén ESXi 8.0, van hanh hé théng SOC:
+ Trién khai VPN va gidi phap jump-server Teleport.
(Teleport: https://www.vinhld-homelab.io.vn:3080)
+ Quan ly log tap trung, canh bao truy cap.
+ Trién khai CCTV va giam sat ha ting Network.
- Trién khai va vin hanh Services:
+ Trién khai DNS local Server.
+ Trién khai IoT Platform (Local Service)
(ThingsBoard: https://www.vinhld-homelab.io.vn/login)
+ Trién khai Monitor Website (Uptime Kuma Service).
+ Dung va trién khai local Gitlab-Server.
+ Trién khai Dashboard Service - HomePage.
(https://vinhlin.github.io/image /Dashboard HOMELAB.png)
- Pentest-LAB: Web Pentest, [oT Firmware Reverse.
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- Kha nang Tw hoc cao.

- Kha nang Tap trung cao.

- Kha tot trong viéc tw duy giai
quyét van dé, va tw duy phan bién.
- C6 kKha nang lam viéc doc lap.

- Quan ly va sdp x&p cdng viéc.

Mong muén dwoc lam viéc trong
moi trwong than thién, thodi mai, va
dwoc tiép xdc véi nhiéu dw an vé
linh vyc IoT/CyberSecurity.

Linkedin Profile:
https://www.linkedin.com/in/vinh

-1in-3921a8191/

Github Profile:
https://github.com/VinhLin

Freelancer Profile (Upwork):

https://www.upwork.com/fl/~017

704277080c06f28?mp source=sha
re

Muc tiéu nghé nghiép: Nang cao va
cdi thién trinh d0 chuyén mon cua
ban thin; dong thoi st dung nang
lwc ctia ban than dé déng gép hét
minh cho cong viéc.

Vi tri: R&D Executive - Chuyén vién R&D

- Nghién ctru, dwa ra giai phap khac phuc sw ¢8 cho Tracker.

- Tim hiéu va lwa chon san phdm phu hop cho dv an.

- Project: Cong-lanh
+ Thiét ké PCB board va l4p trinh ESP32 d€ doc dir liéu cam bién.
+ Gri dit liéu 1én 1oT Platform.

Vi tri: Ky sw phan cirng (02/2019 - 09/2021)
- Phéat trién module mé& rong (phan cirng) cho Tracker.
- H6 tro test thiét bj va stra chita thiét bi tracker.
Vi tri: Ky sw phan civrng (01/2024 - 12/2024)
- HO tro ki thuat vé thiét bi Tracking, Camera.
- Lén test-case, form-test dé test firmware cho thiét bi.
- Project: Board doc thé tai xé
+ Nghién ctru co ché hoat déng ctia chip CR95HF.
+ Viét firmware cho b6 doc thé dung ngén ngit Rust.
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HCM City University of Science

Years: 2014 - 2018
Major: Electronic Physics.

FPT-Jetking Network Education
Years: 2022 - 2024

Major: Cyber-Security.
https://blog.vinhld-

homelab.io.vn/certificate /Jetking-
Higher Diploma.pdf

Certificate:

Coursera: Managing Network
Security
https://blog.vinhld-

homelab.io.vn/certificate/Coursera-
Managing Network Security.pdf

[SC2: Certified in Cybersecurity (CC)
https://blog.vinhld-

homelab.io.vn/certificate /ISC2-
Official CC Course.pdf

DEVOPSEDU: DevOps for Fresher
https://blog.vinhld-
homelab.io.vn/certificate/DEVOPSE

DU-DevOps_for Fresher Cert.pdf

C. SKILLS

- Programming Language: C/C++, Arduino, Bash-script,
Powershell, Rust-lang.

- Electronic: PCB (KiCad), Basic Electronics, Electrical Instruments,
Raspberry Pi, ESP32/ESP8266, STM32, Bluetooth, Sensor, Module
GPS/GNSS, Module GSM/4G/LTE.

- Network: CCNA, Aruba-AP, Zabbix.

- System: Linux, CCTV, Docker, VMWare ESXi, DNS-Server, Gitlab-
Server, UptimeKuma, HomePage, Portainer.

- Security: Firewall (Fortigate, pfSense), SIEM (Wazuh), Snort,
Teleport, Endpoint (Aurora), Kali-Purple, Honeypot.

- Other SKills: [oT Platform (ThingsBoard), Github, PlatformlIO IDE,
VSCode.

D. WORK EXPERIENCE

HOMELAB Server (Pet Project) (9/2023 - Present)

- Building infrastructure on ESXi 8.0, operating SOC system:
+ Deploying VPN and Teleport jump-server solution.
(Teleport: https://www.vinhld-homelab.io.vn:3080)
+ Centralized log management, access alerting.
+ Implementing CCTV and infrastructure monitoring.
- Deploy and operate Services:
+ Deploy local DNS Server.
+ Deploy IoT Platform (Local Service)
(ThingsBoard: https://www.vinhld-homelab.io.vn/login)
+ Deploy Website Monitoring (Uptime Kuma Service).
+ Build and deploy local Gitlab Server.
+ Deploy Dashboard Service - HomePage.
(https://vinhlin.github.io/image/Dashboard HOMELAB.png)
- Pentest-LAB: Web Pentest, [oT Firmware Reverse.
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- High self-learning ability.

- Strong ability to concentrate.

- Proficient in problem-solving and
critical thinking.

- Capability to work independently.
- Time management skills.

Hope to join an environment that is
friendly, and comfortable, and
participate more in [oT/Cyber-
Security projects.

Linkedin Profile:
https://www.linkedin.com/in/vinh

-1in-3921a8191/

Github Profile:
https://github.com/VinhLin

Freelancer Profile (Upwork):

https://www.upwork.com /fl/~017

704277080c06f28?mp_source=shar
e

Career goal: Update and improve
personal skills, and become a
professional in my major. Also, let
me use my skills to contribute value
to your business.

Position: R&D Executive

- Researched and provided solutions to Tracker issues.

- Explored and selected suitable products for projects.

- Project: Cong-lanh
+ Designed PCB boards and use ESP32 to read sensor data.
+ Sent data to the IoT Platform.

Hardware Engineer (02/2019 - 09/2021)
- Developed hardware modules for Tracker expansion.
- Provided support and repaired tracker devices.
Hardware Engineer (01/2024 - 12/2024)
- Technical support for Tracking devices and Camera.
- Test cases and test forms for firmware devices.
- Project: Driver Card Reader Board
+ Research the operational mechanism of the CR95HF chip.
+ Write firmware for the card reader using the Rust programming
language.
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